Reuse of Security Assessment Resultsunder Design and Maintenanceof IT
Systems

Folker den Braber, Mass Soldal Lund, Ketil Stglemedrik Vraalsen
SINTEF Information Communication and Technologynéy
{fbr, msl, kst, fvri@sintef.no

Abstract
Security assessments are costly and time consummtigcannot be carried out from scratch each
time a system is updated or modified. This motiwatbe need for specific methodology
addressing the maintenance and reuse of assesseseiits in particular, and a component
oriented approach to security assessment in general
Traditionally, system development methodologiesutoon the development of single systems.
More recently, the emphasis has shifted towardsdtheelopment of system product lines. We
define a system product line, as a set of systéaisshare a common, managed set of features
satisfying the specific needs of a particular madegment or mission and that are developed
from a common set of core entities in a prescrivagl. A well accepted idea is that components
provide the perfect foundation for the practicaplagation of product line development. The
CORAS methodology supports reuse of assessmenksrésua product-line oriented system
development.

1. Introduction
During the EU-project CORAS (IST-2000-25031) a feamork for model-based security risk
assessment (in the sequel referred to as “sea@s#yssment”) was developed. This framework is
characterised by:
* A careful integration of aspects from partly conmpéatary risk assessment methods like
HazOp [34], FTA? [14], FMEA® [5], Markov analysis [27], and CRAM#3].
«  Guidelines and methodology for the use of UMB80] to support the security assessment
methodology.
» A security risk management process based on ASABES [1] and ISO/IEC 17799 [21].
« Arisk documentation framework based on RM-G].
« Anintegrated security management and system dewelot process based on UP3].
« A platform for tool-inclusion based on XMI[6].
CORAS addresses security-critical systems in généra places particular emphasis on IT
security. IT security includes all aspects related defining, achieving, and maintaining
confidentiality, integrity, availability, non-repiation, accountability, authenticity, and reliabjli
of IT systems [20]. An IT system for CORAS is naist technology, but also the humans
interacting with the technology, and all relevaspects of the surrounding organisation and
society.

1 Hazard and Operability Analysis.

2 Fault Tree Analysis.

3 Failure Mode and Effects Analysis.

4 CCTA Risk Analysis and Management Methodology.
5 Unified Modeling Language.

6 Reference Model for Open Distributed Processing.
7 Unified Process.

8 eXtensible Markup Language.



Reuse of Security Assessment Results under DesitjiMaintenance of IT Systems
Folker den Braber, Mass Soldal Lund, Ketil Stgferedrik Vraalsen

An important aspect of the CORAS project is thecfpical use of UML to support security
management in general, and security assessmeitrticytar. The CORAS security assessment
methodology makes use of UML models for three chffe purposes:

* To describe the target of evaluation at the righel of abstraction. To properly assess
security technical system documentation is notigefit; a clear understanding of system
usage and its role in the surrounding organisatioanterprise is just as important. UML
allows these various aspects to be documentedimif@agm manner.

* To facilitate communication and interaction betwesfferent groups of stakeholders
involved in a security assessment. One major amgélewhen performing a security
assessment is to establish a common understanditiee darget of evaluation, threats,
vulnerabilities and security risks among the stakedrs participating in the assessment.
CORAS has developed a UML profile aiming to faat improved communication
during security assessments, by making the UMLrdiag easier to understand for non-
experts, and at the same time preserving the veditheld ness of UML.

* To document security assessment results and thempsiens on which these results
depend to support reuse and maintenance. Secus#gssments are costly and time
consuming and should not be initiated from scratth time we assess a new or modified
system. Documenting assessments using UML suppoeisse of assessment
documentation, both for systems that undergo maamee and for new systems, if similar
systems have been assessed earlier.

This paper focuses on the latter purpose. In dmldiscuss maintenance of assessment results we
need a clear understanding of how such resultd@emented. Section 2 is therefore devoted to a
presentation of the CORAS security risk documentatiramework. The various aspects of
security assessment documentation are relatedpraetse descriptions of these relationships are
essential when maintaining security assessmenlkse8ection 3 describes such relationships in
the form of dependencies. In CORAS, strategiesniamtenance and reuse are documented in
terms of assessment procedures. Section 4 presgatsples of such procedures. Section 5
provides a summary, draws the main conclusiongdasdribes related work.

2. Risk documentation framewor k

The CORAS security risk documentation framewor& gpecialisation of RM-ODP. It introduces
the notion of “concern”. Concerns may be understasdcross-viewpoint perspectives linking
together related information within the five RM-ODRwpoints. Each concern documents results
for a specific activity of the risk management mss The CORAS risk management process is
divided into five sub-processes. These five sulzgsses are further decomposed into activities as
outlined in Table 1.

Table1 The CORAS risk management process

Sub process1 Identify context

Activity 1.1: Identify areas of relevance

Activity 1.2: Identify and value assets

Activity 1.3: Identify policies and evaluation @tia
Activity 1.4: Approval

Sub process2 Identify risks

Activity 2.1: Identify threats to assets

Activity 2.2: Identify vulnerabilities of assets
Activity 2.3: Document unwanted incidents

Sub process3  Analyserisks
Activity 3.1: Consequence evaluation




Reuse of Security Assessment Results under DesitjiMaintenance of IT Systems
Folker den Braber, Mass Soldal Lund, Ketil Stgferedrik Vraalsen

Activity 3.2: Frequency evaluation
Sub process4 Evaluaterisks

Activity 4.1: Determine level of risk

Activity 4.2: Prioritise risks

Activity 4.3: Categorise risks

Activity 4.4: Determine interrelationships amorgkrthemes
Activity 4.5: Prioritise the resulting risk themand risks
Sub process5 Treat risks

Activity 5.1: Identify treatment options

Activity 5.2: Assess alternative treatment apphmesc

Each activity has one or more concerns connected, twhich are further decomposed into
elements. An element may be a model, a risk assgggable, a tree, natural language text, etc.
Elements may be classified into:

* Elements containing non-CORAS specific documentatishich refers to elements that
are not prepared as a part of the CORAS securityagement process. Since CORAS
should be applicable to a wide scope of systentdyding already existing systems, this
kind of elements is unconstrained.

* Modelling elements (constructed as part of the rnsknagement process) specified in
UML. Figure 1 presents a SWOT diagram and an aBagtam is presented in Figure 2.
Both diagrams are expressed in the CORAS UML mdfir security assessment [32].
The SWOT diagram illustrates graphically strengtiaknesses, opportunities and
threats, as well as stakeholders and assets apasgelevel, by stereotypes defined by the
CORAS UML profile. Each strength, weakness, oppatyuand threat is associated with a
stakeholder and an asset. The asset diagram ggetié identified assets, their values, and
which asset theme they belong to. The ownershieatge is used to specify which
stakeholder owns which assets.

* Logs from intrusion detection tools and tools fomputerised vulnerability assessment.

* Risk assessment tables and trees.

SWOT
<<EnterpriseOpportunity>>
<<EnterpriseAsset>> Increased
The buy-something ‘ N market chare
service "
<<EnterpriseWeakness> = 40—
Low competence
on web security
<<Stakeholder>>
Service provider
<<EnterpriseThreat>> I
Hackers and !
malicious software <<EnterpriseStrength>>
Motivated <<EnterpriseAsset>>
staff Company staff

Figurel: SWOT diagram
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<<Asset>> E
Availability of service

<<Entity>>
Service

<<AssetValue>>
Value: AssetValueDef

value = medium

Vulnerabilities:
- Extensive computation

-————

<<Ownership>>

>4_b©_____

<<Stakeholder>>
Service provider

Figure 2: Asset diagram

Figure 3 presents an overview of the complete dskcumentation framework with 22
concerns, five RM-ODP viewpoints, and their struciy with respect to the five security
management sub-processes and their activities.
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Figure 3: Risk documentation framewor k

3. Dependencies of assessment results

The structure of the risk documentation framewonkaons the risk management process. The data
organised by the risk documentation framework hetveng internal dependencies that to a large
degree map to the risk management process. Thessndkncies also become evident in the
underlying data structure of the documentation &awrk. For example, a vulnerability is always
a vulnerability of an assetThis means assets must be identified before vafiiigies; it also
means that if there are no assets then there avelnerabilities to document. The dependencies
of security assessment results are shown in Figurds we will see in Section 4, these
dependencies play an important role in the maimemaf risk assessment results.
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Stakeholder
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Threat Unwanted incident |—| Vulnerability
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1

Risk

1

*

Treatment

Figure4: Dependencies of assessment results

In the setting of CORAS, the concepts of Figureelgiven the following definitions:
» StakeholderA person or organisation who has interests iragsssed system
» AssetA part or feature of the system that has valuefa of the stakeholders.
* Threat.A potential cause of an unwanted event, which negylts in harm to a system or
organisation and its assets.
* Vulnerability. A weakness of an asset or group of assets whicheaexploited by one or
more threats
* Unwanted IncidentAn undesired event that may reduce the value afaat.
* Risk. An unwanted incident that has been assigned aeqaesce value, a frequency
values, and a resulting risk value.
» TreatmentA way of reducing the risk value of a risk or risleme.
As we see from Figure 4, each asset may only la¢ecklto one stakeholder. Each asset should
have an unambiguous value assigned by one stalehdltivo stakeholders view the same entity
as an asset, the entity should be documented aditfgcent assets. Two assets are per definition
different if valued by different stakeholders. Balle values and theasonsfor the valuing may
be different. This means that the threats and vabikties of the assets are different in the gaher
case, and the assets should be assessed separately.
We also see that there is a many-to-one relatitnvds®n unwanted incident and asset and a one-
to-one relation between risk and unwanted incid8imce a risk may reduce the value of an asset,
a risk belongs to one particular asset. As witkedtalders and assets, we say that if an unwanted
incident may be related to two assets, we docurtiestas two different unwanted incidents,
which lead to two different risks. The same arguinadso holds for the relation between treatment
and risk.
This enforcement of many-to-one relations provige d$ecurity assessment results with a kind of
modularity that makes maintenance of the documientahuch easier than it otherwise would
have been. To illustrate this, imagine (the singalse of maintaining assessment results) that the
assessed system is changed so that one of thes asseb longer relevant. Then all threats,
vulnerabilities, unwanted incidents, risks and tirents related to that asset may be removed from
the documentation without complications. In the emoomplicated case where the properties of an
asset have changed, we are able to reassess d@kacfgrt of the security assessment results that
relates to that asset, without being concernedtaimu these changes may affect the results from
assessing other assets.
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31 Relationship between components and assets

The CORAS risk management process and documenfatimework isassetoriented. By “asset-
oriented” we mean that the assets identified inivitgt 1.2 guides the whole risk assessment
process from Activity 1.3 onwards. A risk is alwaysisk of an asset, which means changes in the
list of assets will lead to changes in the listisks.

In order to develop a component-oriented methodofogmaintenance, composition and reuse of
assessment results, it is important to establishelationship between components and assets, and
— in order to facilitate this — to ensure that doecepts otomponenand assetare satisfactory
defined. The definition of the latter has alreaégib given above.

A component is an autonomous part of a system lihata well-defined border, carries out
specified tasks and communicates through a welerstdod interface. A component may itself
consist of sub-components that may be viewed aspmwadent components on their own.
Components are not (only) “physical componentshm sense of contemporary technologies like
CORBA, .NET/COM+, J2EE/EJB, but rather “logical gooments” that represent the logical
building blocks of a system (as for example in Gaia [12] and KobrA [3]). Such logical
building blocks may contain descriptions of humadoviour; for example, in the form of work-
processes.

When relating components to assets, it is usefutdtegorise components. We distinguish
between the categories given in Table 2.

Table 2 Categories of components

software componenfssoftware or part of software

physical componenfscomputer hardware and other physical equipment

embedded componerfsvhich has both software components and physicalpcments a$
sub-components

organisational componergshat may consist of software components and phlysmaponents
as well as specified processes, including humaabetr

In CORAS assets are categorised intoasiget themesvhich are listed in Table 3.
Table 3 Categories of asset themes

software asseffall software used in the system or system depersiéware

physical assetpall physical components in the system and systgmemtéent physical
components

information assetpall information in the system and system depengidotmation

human assefgassets related to human resources, specially kdgele

organisational assejorganisational concerns, organisational (systert@rmal regulations)
routines etc.

law and regulation assegexternal laws and regulations that influence theesy

To describe the relationship between componentsaasdts with respect to changes we use the
relationsmay affectandaffects Given a target of evaluation with assessment documentation AD
formalised in accordance with the recommendatiofisthe CORAS risk documentation
framework. Changes to a componéhimay affectan assef if the changes i€ may lead to
changes to AD with respect to the agsethe changes i€ affectsan asseA if

* the value assigned by its stakeholder is changed;

* Als a new asset dfresulting from the change;

» Ais no longer an asset ©f(no longer relevant or new value equals zero);

* the list of vulnerabilities with respect fois changed;
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* new threats of relevance féris introduced;

» the consequence or frequency of a risk relatediimevability with respect té is changed.

There is an important distinction between the i@tstC affects AandC may affect AThe latter

is related to identifying assets that must be a®aly while the former is related to identifying
assets for which the security assessment docurimentatist be updated. Clearly the former is a
subset of the latter, and restricting the set eétssthat may be affected to the set of assetssthat
affected is an important part of the maintenancegss.

If a componentC coincide with the target of evaluatidn it is evident that changes © may
affectall the assets of. The way a component affects an asset may howss/@nore intricate.
We therefore define guidelines for how to identife assets that may be affected by changes in
or of a component.

It is clear thatmay affecis no one-to-one relation between components asetasnd that its
cardinalities are different for different kinds a$sets. Assets that may be affected (i.e. defining
the relation) are identified in accordance with thassification of assets and components. For
example:

Softwar e assets A software componer@ may affect a software asseif Cis A or if
C is a subcomponent &f

A physical componenC may affect a software assét if C is
hardware on whicl runs

An embedded component is treated as both a softe@rgonent
and a physical component

Physical assets A software componenC may affect a physical assét if C is
software that runs oA

A physical componer may affect a physical assktf CisA orC
is a subcomponent &f

An embedded component is treated as both a softe@rgonent
and a physical component

Information assets A software component may affect an information assatif C is
part of software used for storing or proces#ing

A physical componen€ may affect an information assatif C is
part of hardware used for storiAg

An embedded component is treated as both a softe@rgonent
and a physical component

Organisational assets A software component may affect an organisational asgetf A
regulates the use @f

A physical componen€ may affect an organisational asgetf A
regulates the use @f

An embedded component is treated as both a softe@rgonent
and a physical component

An organisational componef@t may affect an organisational aséet
if Aregulates the processes®f

Law and regulation assets | A software componer@ may affect a law and regulation asaet C
is part of processes that are regulatedloy if C is part of storing or
processing of information that is regulatedAy

A physical componer€ may affect a law and regulation asaat C
is part of processes that are regulateddbyr if C is part of storing
information that is regulated by

An embedded component is treated as both a softe@rgonent
and a physical component
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4, Proceduresfor maintenance and reuse

The CORAS security management process has an assuafgparantee flavour. The security
management sub-process “ldentify Context” aimsharacterising the overall context and scope
for the assessment. The concerns documenting sudtsef this sub-process describe the pre-
conditions on which the assessment is based.

The risk management sub-processes “ldentify Risk&halyse Risks”, “Evaluate Risks” and
“Treat Risks” aim at a risk assessment within thatext and scope captured by the assessment
assumption. The concerns documenting the resuts these four sub-processes describe the
assessment guarantee. Hence, with respect toeFgguhe nine concerns listed under “Identify
Context” record the assessment assumption, whiderémaining thirteen concerns capture the
assessment guarantee.

The pair of assessment assumption and assessnazantge may be understood as an assessment
contract. An assessment contract for a componergists of an assessment assumption describing
the target of evaluation as well as other pre-dmms on which the assessment builds, and an
assessment guarantee describing assessment festitts component in question with respect to
the assessment assumption.

4.1 Maintaining assessment results

IT systems are updated or modified on a regulaisb@®nnected to such updates or modifications
it is often necessary to reassess their secuntesithanges may have introduced new risks. In this
section we outline a general procedure for maimgirassessment results when the assessed
system undergoes maintenance. We also refine theegure into specialised procedures for three
special cases:

» component modification;

e component substitution;

e component introduction.
The procedure is defined for changes in oooé component, but may easily be generalised to
apply for more than one component by iteratingwtm®le procedure for each component, or by
iterating each of the activities for each component
The procedure is built around the contents of teds:

» PAA: the set opossibly affected assets

* AA: the set ofaffected assets

* AR: the set ofiffected risks

The procedure is outlined in Figure® i(efers to the component to be maintained).
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Update system
concern

The system concern, i.e., the system documentation, must be
updated with the changes to the target system

Update target
of evaluation
concern

The first step when maintaining a risk assessment is to check
whether the updates and adjustments are within the target of
evaluation. If they are not and they do not invalidate the conditions
put down in the assessment assumption, the existing assessment
carry over unchanged.

component C is outside the target of evaluation?

Identify PAA

The set of assets that may be affected by C are identified. Although
a change is within the target of evaluation, it does not have to be of
relevance for any of the identified assets.

PAA is empty?

Update assets
concern

(reevaluate
value)

PAA potentially consists of two kinds of assets: assets that are
already documented and new assets. New assets must be given
value and “old” assets must be revalued taking the changes into

consideration.|

guarantee (5-7)

| assumption (1-4) |

Update All assets in PAA must be analysed with respect to threats and
V”égizbr'r']"y vulnerabilities. The relevant vulnerabilities and any new threats must
(identify AA) be recorded for further analysis.

AA is empty?

Update threats Threats to new assets are identified. The unwanted incidents
and ”.Zwa:‘ed concern is updated with the identified threats and the vulnerabilities
Llcr:cgrnz from Step 5. Risks related to these threats and vulnerabilities are

(identify AR) added to AR.
Analyse, All risks in AR are analysed, evaluated and treated in accordance
evsg::i;nd with the risk assessment process and the assessment
documentation is updated accordingly.

Figure5 General procedure

In the contract-oriented approach, the Steps ldaigpthe assessment assumption, while Steps 5-
7 update the assessment guarantee. If the proceddseby one of the two first branches, then the
assumption is not affected by the changes in teeesyand it may therefore be concluded that the
changes will not affect the assumption guarantee.

411  Component modification

If componentC is modified to become compone@t (see Figure 6; RA+B+C is the result of
assessingA+B+C) we may assume that the component either is cutsdget or that the
component is already assessed in an earlier asses3Ne further assume that the component (or
its behaviour and features) is not changed in ddaorental manner.

10
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A+B+C A+B+C’
=
RA: A+B+C RA: A+B+C’

Figure 6: Maintaining component C

This means the general procedure for maintenan@ssgssment results outlined above may be
simplified.

Step 1:0nly small changes to the system concern are rduidescriptions of the internal states
and the communication of the modified component magd updates, but, e.g., the infrastructure
description of the system will remain unchanged.

Step 2:The target of evaluation may only be a certain martfeature of the component in
question. Hence, the first step when maintainiressment results for a component undergoing
minor updates is to carefully inspect the targeteadluation concern and assess whether the
updates are of relevance for the target of evalnatf this assessment concludes they are not, the
existing assessment results carry over unchangethamrocedure ends.

Step 3:Since no major changes to the target system are,mae may assume that there are no
new assets and that there is no need for remogsgtafrom the assets concern.

Step 4:According to the assumption madeStep 3there are no new or removed assets in PAA.
Hence, the updates in the assets concern only ootieevalue of the assets.

Step 5:The assets of PAA must be assessed with respduteiats and vulnerabilities. There are
reasons to believe that no new external threatpersent, but there may be new internal ones.
The modification of a component may lead to newngudbilities, may remove vulnerabilities or,
most likely, may result in changed frequency andseguence estimates.

Step 6:Most likely already identified threats may explogw vulnerabilities of the assets in AA
giving rise to new unwanted incidents, but new aaw threats must also be considered. If new
unwanted incidents are identified, the unwantea&mts concern must be updated.

412  Component substitution

Consider the situation (illustrated in Figure 7)ena system for which we have already carried
out an assessment is updated by replacing ons obihponents by a new component. Assume we
have a systemA+B+C consisting of three componers B and C. Moreover, assume we have
carried out an assessment forB+C documented by the assessment RB+C. If component

C is replaced by componebt then we would like a strategy for making use & #ssessment
RA:A+B+C to arrive at the assessment RAB+D of the new systerA+B+D. We consider both
the situation wherd® is not yet assessed and the situation where assmmesnt oD already
exists.

A+B+C A+B+D
= [o]
| RA: A+B+C | | RA: A+B+D |

Figure 7: Replacing component C by D

We may assume th&t, even though it may have features different filéndoes not change the
system in a fundamental manner. We support thisnasson by the observation that since D
replaces C, it must in many respects be simil&.to

11
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Step 1:.The system concern must be updated to reflecteghi@cement of the component. Only the
description of the replaced component and the eatesommunication of the new component
should have to be changed, while the infrastructigscription of the system should remain
unchanged.

Step 2:SeeStep 2of Section 4.1.1.

Step 3:Most likely the set of assets remains unchangedtufes oD that are not features @f
may however constitute new assets.

Step 4:Since there most likely are no new assets, the awinity of this step is to re-evaluate the
values of the assets of PAA. This is required réigas of whether assessment results exisbfor
since values are stakeholder specific and in tinergé casé is not assessed for all stakeholders
of the system.

Step 5:Because of the assumed similarities betw€amdD, there is reason to believe that there
will not be any new external threats. An excepfjashich may not be the only one) is the case
where D (and C) is part of the system’s interface towards theeewl environment and
introduce new features to the system (e.g., aingaface that get new functionality). In any case,
there may be new internal threats. Since the coemdhis new, it is reasonable to assume that
the vulnerabilities of the assets in PAA may hakanged. If there are assessment result®for
vulnerabilities related t&€ may be replaced with the vulnerabilities from thgsessment. Great
care is however required, since assets may bearglefor more components thad If no
assessment results exist @rthe documentation of vulnerabilities relatedXtds important input

to the assessment Bf since it is also reasonable to assume that #grersimilarities betwee@
andD.

413  Component introduction

In this section we consider the situation whereea romponent is added to the system. The
situation is illustrated in Figure 8.

A+B A+B+C
=
| RA: A+B | | RA: A+B+C |

Figure 8: Adding component C

Step 1:The system concern must be updated to refleasttension of the system. This means the
system documentation must be extended with docwtientof the new component and the
interaction between the new component and theafetite system. In this situation we cannot
assume that there will be no changes in the imfrastre of the system.

Step 2:When a new component is added, we cannot schenaiiveestigate whether the target

of evaluation is changed. The case may be thatgivecomponent does not naturally fall either on
the inside or the outside of the target. In thisecthe assessment team and the stakeholders have
to decide whether the component is within targetair

Step 3:Since the component is new, the component wilmadly provide the system with new
features. We must therefore assume that thereeaveassets, even though the case may also be
that C constitutes a part of an existing asset.

Step 4:Both new and “old” assets in PAA must be revaluksiin Step 4of Section 4.1.2 this is
required independent of whether there are existgsgssment results fGr

Step 5:SinceC is a new component, addition Gfmay result in new threats, but it is reasonable
to assume that no threats will disappear. The remponent may however affect the consequence
and frequency values of already identified riskk.assessment results exist for the new

12
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component, most of the identified threats of theseilts will probably be relevant and should be
added to the assessment documentation for thensy$teere may however be threats that are not
relevant due to the placement of the componenheénstystem. For this reason all threats of the
pre-existing documentation €fshould be assessed with respect to relevance.

When assessing the vulnerabilities of the affeetgeskts, we distinguish between the new assets
(the assets that are of relevance @only) and the “old” assets (the assets that irvaither
components as well). For the first group of asa&tsnay use assessment resultsGatirectly if

such results exist, or the assets may be assasdependently of the rest of the system. For the
second group we have to be more careful, sinca¢laecomponent may have both positive and
negative effects with respect to vulnerabilitieen€ider for example the case where the asset is a
network and the new component is a firewall. Ferdksets of the second group a new assessment
of vulnerabilities is required, but both the origiivulnerabilities and the vulnerabilities related

the new component are important inputs to thisssssent.

Step 7:The new component may itself represent a treatmedbcumented risks to the system.
This has to be taken into consideration when timeems of Sub-processes 4 and 5 are updated.

4.2 Composing assessment results

Figure 9 illustrates the situation where two congais,A andB, for which we have assessment
results RAA and RAB, respectively, are composed.

A 5 A B
=>| (rRaA] [RAB
| rRaa || raB | | RA: A+B |

Figure 9: Composing assessment results

The general case of deducing an overall assessRfeAt+B from the existing assessments RA:
and RAB is complex due to the possibility of circular angentation. The assessment guarantee
of RA:B may fulfil the assessment assumption of RAnly if the assessment guarantee of RA:
fulfils the assessment assumption of RA:and the other way around. As explained for
specification composition in [1], there are casden® such dependency cycles can be broken
down and valuable information on the composed sydte extracted. CORAS procedures for
interesting special cases have been developededrrces that handle the general situation are an
issue for ongoing research.

4.3 Reusing assessment results

Traditionally, system development methodologiesufoon the development of single systems.
More recently, the emphasis has shifted towardsi¢ivelopment of system product lines. Inspired
by [8], we define a system product line, as a $stystems that share a common, managed set of
features satisfying the specific needs of a pddicmarket segment or mission and that are
developed from a common set of core entities inesgibed way. According to [3], components
provide the perfect foundation for the practicaplagation of product line development. Other
examples of product-line oriented system developmeethods are FODA [25], FAST [36] and
TIMe [8]. In the following we outline CORAS suppoftr reuse of assessment results in a
product-line oriented system development.

A critical factor in the success of a product laggproach is the nature of the reusable “core”. As
argued in [3], “... at a minimum this should contanreference architecture supported by
techniques for capturing and selecting the poiftgaoation among family members. In its most
general form, the reusable asset takes the foranfifmework, which embodies implementation
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(i.e., code level) artefacts for the common paftshe family, as well as higher-level design and
architecture models. Since they embody every plessfiusable asset, at all levels of abstraction,
frameworks constitute the largest possible reusattégacts for a particular product family.”

The CORAS framework is intended to support a prédine approach to system development in
the following sense.

* For each component we may store assessment relef@mbation. When a developing a
new product this assessment relevant informatidhb&iextracted for each component to
be reused.

» If the particular use of a component requires nesiance, the assessment relevant
information will be updated as outlined in Sectib.1.

» If the particular use of a component requires sufisin, the assessment relevant
information will be updated as outlined in Sectbh.2.

» If the particular use of a component requires bhiiciion, the assessment relevant
information will be updated as outlined in Sectb.3.

» To the extent the new product involves compositian;security assessment of the
composite component will be performed using procesldior composition currently under
development (see Section 4.2).

» To the extent the new product also requires theeldpwment of completely new
components from scratch, the reassessment of assssment results at a later point in
the development may benefit from the strategieSeaftions 4.1 and 4.2. With respect to
UP, this facilitates, for example, reuse of assessmesults from the inception phase
during the elaboration phase.

5. Conclusions

Structured documentation of assessment resultstldassumptions on which they depend
provides the foundation for maintenance as welfloasa component-based approach to security
assessment.

For details on the overall CORAS approach we radef6], [38]. The CORAS UML profile is
further described in [16]. Experiences from the 0B€ORAS in major trials within e-commerce
and telemedicine are documented in [33] and [3sjpectively.

There are other approaches to model-based risksasset; see for instance CRAMM [3], ATAM
[10], SA [37] and RSDS [26]. The particular angfettie CORAS approach with its emphasis on
security and risk assessment tightly integratech ikML and RM-ODP is however new. In
particular, the issue of maintenance and reusesséssment results has received very little
attention in the literature.

Contract-oriented specification has been suggestasiany contexts and under different names.
Within the RM-ODP community one speaks of contraetated to quality of service specification
[14]. In the formal methods community there are epumns variations; the pre/post [15], the
rely/guarantee [24] and the assumption/guarantgetyles are all instances of contract-oriented
specification. Other more applied examples aredéggn-by-contract paradigm, introduced by
Bertrand Meyer [28], and the UML based approactoadied by Mingins/Liu [29].

Since 1990, work has been going on to align anceldevexisting national and international
schemes in one, mutually accepted framework faimigdT security functionality. The Common
Criteria (CC) [21] represents the outcome of thagky The Common Criteria project harmonises
the European “Information Technology Security Ewailon Criteria (ITSEC)” [18], the “Canadian
Trusted Computer Product Evaluation Criteria (CTCIPEand the American “Trusted Computer
System Evaluation Criteria (TCSEC) and Federale@at(FC)”. The CC is generic and does not
provide methodology for security assessment. CORA®,the other hand, is devoted to
methodology for security assessment. Both the GCG@RAS places emphasis on semiformal
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and formal specification. However, contrary to @€, CORAS addresses and develops concrete
specification technology addressing security assess The CC and CORAS are orthogonal
approaches. The CC provides a common set of regeims for the security functions of IT
products and systems, as well as a common setjoireenents for assurance measures applied to
the IT functions of IT products and systems duragecurity evaluation. CORAS provides
specific methodology for one particular kind of @wssice measure, namely security risk
assessment.
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