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Abstract Traditionally, availability has been seen as an atomic @rypassert-
ing the average time a system is “up” or “down”. In order to mloghd analyse
the availability of computerized systems in a world wheredkependency on and
complexity of such systems are increasing, this notion aeflalility is no longer
sufficient. This paper presents a conceptual model for avidity designed to
handle these challenges. The core of this model is a chawmatten of avail-
ability by means of accessibility properties and exclugiwroperties, which is
further specialized into measurable aspects of avaitgbilVe outline how this
conceptual model may be refined to a framework for specifgnd analysing
availability requirements.

1 Introduction

Availability is an important aspect of today’s society.alifunctions as e.g. air traffic

control and telecom systems, especially emergency teletoritations services, are
totally dependent on available computer systems. The qoesees are serious if even
parts of such systems are unavailable when their servieasesded.

Traditionally, the notion of availability has been definesdthe probability that a
system is working at time¢, and the availability metric has been given by the “uptime”
ratio, representing the percentage of time that a systemp$during its lifetime [1].
This system metric has been applied successfully worldfddgears in the PSTN/-
ISDN telephony networks along with failure reporting metbtmgies [2].

With this traditional understanding, a web-based appboaguch as a concert ticket
sales service may haw®, 999% availability, however if it is down for the 5 minutes
when concert tickets to a popular artist are put out for @diale while at the same tick-
ets can be purchase via competing distributors, this meaossiderable loss of profit
for the adversely affected ticket sales website even tholuiglservice is considered to
be highly available along traditional lines. Service aaility needs a more enhanced
metric in order to measure availability in a way that meetsdbmands of today’s ser-
vices which have been shown to have much more bursty pattétrse than traditional
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PSTN/ISDN services [3]. Such burstiness in usage pattdsasadfects the ability of
the service to provide to all users requiring the use of aicet a given moment.

Indeed, as the environment where services are deployedrascmore and more
complex [4] a more “fine-grained” view on “what is availabjli is needed. Several
global virus attacks have recently showed that availghigitndeed affected by security
breaches, e.g., when e-mail servers are flooded by infeetedils, the availability for
“real” e-mails decreases. Another example is the so cakedladl of service attack, for
which a service is overloaded with requests with the onlyppee of making the service
unavailable for other users.

In this paper we motivate and introduce an augmented nofiamailability. In the
heart of the resulting conceptual model lies a charactiizaf availability as aspects
of accessibility and exclusivity. Further, we seek to presevell-established definitions
from our main sources of inspiration: security, dependtgbileal-time systems, and
quality of service (Qo0S). The paper shows how the conceptodkel may be used as a
basis for specifying service availability requirementsa ipractical setting.

In Sect. 2 we provide the basis for our analysis of availghiticluding our analysis
of different viewpoints and approaches on availability atfter aspects in the fields of
security and dependability. Motivated by this discussinmadated work in the fields of
dependability and security research, we identify the nespiénts a conceptual model
of availability should satisfy. In Sect. 3 the propertiesawéilability are discussed, in
Sect. 4 the means to achieve availability are classifiedjraBect. 5 we present some
of the threats to availability. In Sect. 6 the overall corta@pmodel including an avail-
ability measure is presented. Summary and conclusionsravéed in Sect. 7.

2 Requirements to a Refined Notion of Availability

The setting for our availability analysis is derived frone tiields of dependability and
security, and we therefore strive to conform to the welkbEshed concepts and defini-
tions from these fields where there is a consensus. We alkadabfferent approaches
and viewpoints in dependability and security research ttvaie and derive a set of
requirements for an availability concept model which eralsin augmented treatment
of availability that is more suited to securing availaliiih today’s and future services.

2.1 Classifying Availability

Availability has been treated by the field of dependabilitg ¢he field of security. The
definitions of availability commonly used in these fields:are

1. Readiness for correct service [5].

2. Ensuring that authorised users have access to informatid associated assets
when required [6].

3. The property of being accessible and usable on demand laythorized entity
[7,8].

We find the first of these definitions to be insufficiently ceasting for practical
application to design of systems and services with highlaidity requirements. An
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integral part of securing availability is ensuring thattttree service is provided to au-
thorised users only; this is not addressed by the first disimiT his aspect is addressed
by the second, but neither of these two definitions captineaspect of a service being
usable The third definition, however, does capture all of theseetsp and therefore is
the basis for our analysis of availability in more detail.

We claim that there is a need to provide an enhanced clasifica availability in
order to thoroughly analyse and enable the rigorous trestof@vailability throughout
the design process depending on the requirements of thednedl servicesOur avail-
ability model should therefore characterise the propeftidtributes of availability.

2.2 Classification of Threats and Means

The IFIP WG 10.4 view on dependability is elaborated by J. &prie in [5]. This con-
ceptual model of dependability consists of three partsativibutesof, thethreatsto
and themeandy which dependability is attained [9]. This is a nice apgioahich mo-
tivates us to use a similar approach in our classificatiorvaflability. Clearly, threats
to availability such as denial of service, and means to almlity such as applying re-
dundancy dimensioning techniques, have an important ptacar availability model.

However, in order to classify threats to availability andam&to achieve availability
in a security setting, we are also motivated by the approaet in the security field of
risk analysis and risk management as in [10,11].

This is because, incidents resulting in loss of availgbdlit not necessarily transpire
due to faults and therefore classification of means in terfifesudts as in [5,9] is, in our
view, insufficient for availability analysis. An exampletie hijacking of user sessions
by an attacker or group of attackers, preventing the awgbdruser or group of users
from accessing the service. This incident results in losseofice availability for a set
of users, without incurring a fault in the system. Amwanted incideris defined in [12]
as an incident such as loss of confidentiality, integrity/andvailability. A fault is an
example of an unwanted incideffihe availability model should therefore classify the
means to achieve availability in terms of countering unwdrihcidents.

In [5,9], thethreatsto dependability are defined as faults, errors and failiaed,
these are seen as a causal chain of threats to dependability:

fault — error— failure

This understanding of threats serves nicely in the depéligtabodel, however, we use
the definition of threat, as defined in [8]tlreatis a potential cause of an unwanted
event, which may result in harm to a system or organisatichisrassets. Unlike [9],
we do not consider such a causal chain alone as the solestoeaiilability, as service
availability may be reduced by e.g. a denial of service (Dat&ck which reduces the
service availability without causing a fault, error, orlé&@e to the actual service itself.
The conceptual model of availability should classify kndhvaats to availability while
conforming to existing literature on the classification e€arity threats.
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2.3 Viewpoints for Analysing Availability

For our availability analysis, it is appropriate to evakmathether we should consider a
system from a black box or white box perspective. In [13,E4land Jonsson provides
a conceptual model for security/dependability with a blaok view.

In this system model view, Jonsson considers availabditye a purely behavioural
aspect related to the outputs of the system, solely witheeidp the users. Availability
is defined as the ability of a system to deliver its servic@&duthorised user [13]. This
viewpoint is valid and useful for some aspects of availabdinalysis; however, we see
the need for evaluating availability from other viewpoiatswell. Availability aspects
of the internal components of the system must also be arthlyse

We claim that aspects of availability must indeed be obskfr@m both the input
and output sides as well as the internal components of theray&or example, denial
of service attacks can be observed as malicious input totarey® either flood the
system and render it unavailable, or in order to alter thegiity of the system, e.g.,
by deleting a group of users from the database of authorisedsuln the latter case,
the input messages of the intruder can be observed, and #&mges to the internal
database, resulting in a loss of availability for those sifesit were deleted, will also be
registered.

With a black box view only, as in [13], only the externally ebgable behavioural
aspects of availability can be studied. However, it is atgpartant to observe and ana-
lyze the internal behaviour in the system in order to anatlizeavailability aspects of
components, in particular service components which coftatie to deliver the service.
Motivated by a service-oriented system view, it is impott@nconsider a whitebox
view also, so that the internal means to achieve availgluitin be specified and internal
causes that affect availability can be examinEte conceptual model should therefore
address internal and external concerns of availability.

2.4 Requirements of Different Services

In the current and future telecommunications market, tlageemany different types
of services each of which may have different requirementis réspect to availability.
Telephony services, and in particular, emergency servcegxamples of services with
stringent availability requirements. Internet-basediises, however, have somewhat
different requirements. Requirements for what may be atéet of delays or timing out
of services are rather lax currently for e.g., online newsgpaervices. Yet, a citizen who
leaves the tax return to the last minute before the deadtinéling requires urgently
that the online tax return submission service is availabllat particular moment [15].

For traditional telecommunications services, the tradgi availability requirement
of 99,999% availability is still valid, however, it does not sufficieytaddress all of
the differentiated requirements with respect to servicalaility. More precisely, as
advocated by the Service Availability Forum (SAF) [16],thés also a need for a cus-
tomer centric approach to defining availability requiretseihe availability concern
of the Service Availability Forum is readiness for correavice and in particular con-
tinuity of service, with a focus on the demands of the custsme



QoP - A Conceptual Model for Service Availability 111

We intend to incorporate the ideas of the SAF in our modeln@abée customer
oriented availability requirements, however, extendimgse to include the aspects of
ensuring that unauthorised users cannot interrupt, higgirevent the authorised users
from accessing a servicBhe model must address the availability requirements in a
flexible manner, in order to address the different aspectwvaflability.

2.5 Measuring Availability

As discussed in the introduction, we need a more fine graineakare of availability
than pure “up” or “down”. Services can exist in numerous ddgud but operational/-
usable/functional states between “up” and “down” or “cotteand “incorrect”. For
example, an online newspaper may behave erratically wittv sesponse times for
displaying articles browsed without going down or becormingpletely unavailable.
It should be possible to describe various states of avéitlaim order to specify just
how much a reduction of service quality may be tolerated.

While both the Common Criteria [17] and Johnson [14] defireusgy measures
and provide techniques for measuring security in gendraitetis a need for a more fine
grained metric for measuring availability that takes inte@unt, for example, meas-
urement of how well user requirements are fulfilled, as welbhaneed for measuring
the ability to adequately provision a service to all of théhauvised users requiring the
service at a given moment. Such a metric needs to take intuatthe appropriate set
of parameters, not just the usual average based on the msatotfailure (MTTF) and
the mean time to repair (MTTRPur aim is to incorporate techniques from the exist-
ing initiatives in the fields of security and dependabilityarder to arrive at a more
complete composite measure of availability.

3 Properties of Availability

Availability encompasses both exclusivity, the propeftgeing able to ensure access to
authorised users only, and accessibility, the propertyeofdpat hand and useable when
needed. As such, contrary to, e.g., the IFIP WG10.4 [18]ctvhieats availability as an
atomic property, we see availability as a composite notmmsisting of the following
aspects:

— Exclusivity
— Accessibility

We elaborate on these two properties in Sect. 3.1 and S&ct. 3.

3.1 Exclusivity

By exclusivitywe mean the ability to ensure access for authorised useys Moke
specifically, this involves ensuring that unauthorisedsisannot interrupt, hijack, or
prevent the authorised users from accessing a servicea3pést is essential to prevent
the denial of legitimate access to systems and services.igha focus on prohibit-
ing unauthorised users from interrupting, or preventinpaxised users from accessing
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services. Our definition of exclusivity involves both usarsl non-users, i.e., ensur-
ing access to users while keeping unauthorised users oistisTim order to properly
address means to achieve exclusivity. Some of these willesddensuring access for
authorised users and others will address techniques feeptiag unauthorised users
from accessing or interrupting services.

The goal with respect to exclusivity is to secure access aices for authorised
users in the best possible way. Essentially this means:

— Secure access to services for the authorised users.

— Provide denial of service defence mechanisms. Here we fatpsohibiting unau-
thorised users from interrupting, or preventing users femeessing services.

— Ensure that unauthorised users do not gain access to service

Note that attacks via covert channels or by eavesdroppindeza to loss of con-
fidentiality without loss of exclusivity as the attacker istmccessing the service, but
passively listening in on service activity. Confidentigliowever, consists of exclusiv-
ity and absence of unauthorised disclosure of information.

3.2 Accessibility

We defineaccessibilityas the quality of being at hand and usable when needed. The
notion of “service” is rather general, and what defines theemtness of a service may
differ widely between different kinds of services. Accéd#ly is related to quality of
service (QoS) [19,20,21], but what is considered relevaalities vary from one do-
main to another. Furthermore, QoS parameters tend to bedkxdy dependent. An ex-
ample of this is properties like video resolution and fraaes [20], which are clearly
relevant for IP-based multimedia services and clearly al@vant in other service do-
mains, such as SMS or instant messaging services.

What all services do seem to have in common is the requirenfdrging timely;
for a service to be accessible it must give the required respwithin reasonable time.
In addition to being timely, a service will be required tofoem with some quality to be
usable. Hence, we divide accessibility properties into tmajor classes of properties:
timelinessproperties andjuality properties. Timeliness is the ability of a service to
perform its required functions and provide its requiregogsses within specified time
limits. A service’s quality is a measure of its correctnasd/ar how usable it is.

Consider an online booking service. From the viewpoint ofer@at a given pointin
time, we could say that the quality of the service is either @ depending on whether
the user gets a useful reply (e.g. confirmation) or unusefuilr(e.g. timeout). (Over
time this can be aggregated to percentages expressing hewafe of the two kinds
of responses will be given.)

In a multimedia service like video streaming, the frame nadgy be seen as a timeli-
ness property (each frame should be timely) while the réieolof each frame and the
colour depth are quality properties.

In both these examples we may see a dependency betweeméssednd quality.
In the first example (Fig. 1) we may assume a deadlnfer the response to the user
for the service to be accessible. However, we must also assame processing tinte
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Figure 1. Quality vs. timeliness Figure 2. Quality vs. timeliness

for the service to be able to produce an answer. This meatththguality requirement
enforces a lower bound on the timeliness; if the deadlinedshort the user will always
receive the timeout message. In other words we must havetkatts for the service
to be accessible.

In the other example (Fig. 2) we may assume that higher guadijuires more
processing time per frame. This means that a required gualftrovides a lower limit
t; on the processing time of each frame. Further, to get theinedjframe rate there
must be a deadling for each frame, which provide an upper boundn the quality.
This means the service must stay between this lower and lyoped to be accessible.
This approach may be seen as an elaboration of Meyer's coontqperformability
evaluation[22].

These considerations motivates a notiorsefvice degradatioiWe define service
degradation to be reduction of service accessibility. Agals to accessibility we de-
compose service degradation into timeliness degradatidrgaality degradation, and
see that these are quantities mutually dependent on eaeh Btr example, graceful
degradation in timeliness may be a way of avoiding qualityrddation if resources are
limited, or the other way around. A combination of gracefegchdation in timeliness
and graceful degradation in quality may also be appliedatedlto QoS, accessibility
may actually be considered a QoS tolerance cut-off, i.e. pihint at which the QoS
deteriorates to a level where the service is deemed no larsgdale, so that the service
is considered unavailable.

4 Means to Ensure Availability

Traditionally, the approach to meeting availability regments has primarily focused
on ensuring accessibility aspects of availability suchyamtsoducing redundancy, and
by service replication. This is a valid approach to avalighibut it does not ensure,
e.g., that the service is accessible to authorised useysTmre are costs involved in
introducing redundancy and replication, which need to &fjad. The goal should be
to obtain more comprehensive, more cost-effective meaasti@ve availability, and to
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specify, design, and implement a set of measures that edeldlery of services and/or
systems according to availability requirements.

By means to ensure availability we addresstectionof the service from incidents
leading to a loss of availability. Therefore, in our modeg @ategorise the means into
the following three groupsncident preventionhow to prevent incidents causing loss
of availability; incident detectionhow to detect incidents leading to loss of availability;
andrecovery from incidenthe means to recover after an incident has lead to a loss of
availability. We do not attempt to create an exhaustivedtistll such measures, but do
provide examples that illustrate the different aspect®ofigng availability.

4.1 Incident Prevention

Preventative meanare defined as the internal aspects of a system that are ddsign
to prevent, stop or mitigate intrusions, faults, errorsptirer incidents which have a
negative effect on the availability of a system.

Access contrals an important preventative means for achieving the ekdtysas-
pect of availability. Access control is the prevention othorised use of a resource,
including the prevention of use of a resource in an unausbdrmanner [7].

Providingintegrity protectionmechanisms is important for example, in order to
protect against manipulation and redirection of messagmdting in denial of service
for the authorised user.

It is also important to ensure that the required resourggsrethe network that an
authorised user has permission to use during a sessiondsedrallocated to the user
to ensure that the service is delivered according to theawsslability requirements.

Another example of a means for avoiding loss of availabiityraceful degradation
[23], that is degradation of a system in such a manner thamnticues to operate, but
provides a reduced level of service rather than failing detefy. By applying graceful
degradation schemes a complete loss of availability carrdespted.

4.2 Incident Detection

Incident detectiorconsists of means to discover incidents such as denial wfcser
attacks, faults, errors or failures, which lead to a lossduction of availability.

Detective measures will commonly be coordinated with recgpaspects of the sys-
tem in order to adapt and restore system availability. Fdetiection, traffic flow mon-
itoring, intrusion detection systems (IDS), and accountwdits are all examples of
detective measures.

For an efficient approach to unwanted incident detectidgswise to combine mon-
itoring, fault detection and IDS techniques along with alamjs generated and process
the information and data collected in real time or close #l tiene in order to detect
and thwart attacks or incidents that have the potentialgaltén loss or reduction of
availability.

4.3 Recovery from Incident

Recovery from incidertonsists of the means to recover from incidents leadinggs lo
or reduction of availability. This includes techniquesé#alapting the service, e.g. in the
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case that anomalies are detected by the IDS so that majomteevancidents of loss
of availability are avoided. Recovery means may entail,, eémking changes to the
internal aspects of the system, such as correction of faulesmoval of system vulner-
abilities. Additionally, external filters may be implemeditto filter away the discovered
cause of the incident such as malicious traffic or traffic fromauthorised users. Recov-
ery addresses thadaptability, robustnessmaintainabilityandredundancyaspects of
the system.

5 Threats to Availability

The most explicit threat to availability denial of servicdDoS) attacksReplay mas-
querade modification of messageman-in-the-middleand misuse of servicare ex-
amples of other kind of active threats that may affect abditsg. Threats may originate
on the inside (inside attackers) or the outside (outsideclttrs) of the system. The
impact of threats varies with the nature of the threats; stimeats may result in de-
gradation of the service, others in complete loss of seng@mng into detail on this
issue is outside the scope of this paper, but below we givesmmples on how some
of these threats may affect availability.

Denial of service attacks may lead to loss of use due to upas#d use of the
service preventing authorised users from accessing thieesetnauthorised use may
also create over-usage problems having an overload effiecinathis way degrading
the quality of the service for the authorised users.

In a masquerade, an attacker steals the identity of a reahndeobtains fraudulent
access by masquerading as the real user while preventinglideiser from accessing
services. Or, the other way around, an attacker replayimyasguerading as a service
may deceive the user, and the service the user intendedessiscthen not available.

6 Conceptual Model for Service Availability

Based on the requirements from Sect. 2 and our discussior ampropose the over-
all model presented in Fig. 3 (represented in UML 2.0) anthfrexplained in the
following text.

In the figure the relationships between availability, tiseand means are shown.
Availability is affected by means and threats. Means ersavailability and protects
against threats. Threats may cause reduction of avatiabili

There are many different types of services, and they may Héferent require-
ments with respect to availability. Availability requiremts should be flexible enough
to address the different services consistently. We profizeeavailability is specified
by the means of availability policies and predicates oveasneable properties of ser-
vices, and that these policies and predicates are decoohfosecordance with the
decomposition of availability in the conceptual model. Amitability policy consists
of an accessibility policy (e.g., required resources) anebalusivity policy (e.g., which
entities have permissions to use the service or system).

The predicates place conditions on the allowed behaviotime&ervice. In order
to express these predicates, there is a need to descrilsefoulallowed or prohibited
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Figure 3. The overall picture

behaviour and to provide a means for measuring the avaflapibperties of a service.
Figure 4 illustrates how availability properties are rethto services, i.e., as part of the
relation between the service and the user entity using ttvicee

; * -duses «
Service | User

1
Property

value

Figure 4. Service availability

Our conceptual model provides the foundation for an avditalmetric in that it
provides decompoasition of availability properties thatyniie mapped to measurable
quantities. This metric includes behavioural measuresjgntative measures, and cor-
rectness measures such as the measurement of degree afatiegra

The following is the mathematical representation of theilaldity metric for a
service. LetA denote a service with an availability property for a userugrt/, and
let X denote the availability metric for servicé We represenk as am-tuple X =
(x1,...,z,) Wherez; is a measure of an aspect of availability. By this we meanithat
describes requirements for a particular availability asp&he minimum requirement
for eachr; must be satisfied in order to fulfil the total availability tégementX .

Using our conceptual model this idea can be refined as folldvesrepresenk as
atupleX = (X3, X2) whereX; measures the exclusivity properties, aXigmeasures
the accessibility properties.

Essentially, the requirement aims to describe the degreeaafssibility and exclus-
ivity that is sufficient for the user to be able to activate aisd the service. Examples
of measures of aspects of exclusivity may be illustratedhieyfollowing: For a meas-
urement of exclusivity we need to be able to answer questiook as “how well does
the system keep out unauthorised users while still gramtiogss to authorised users?”
This leads to the following examples of exclusivity requients:
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— The probability that an authorised user is denied accedsetaérvice at a given
time t should be less than.

— The probability that an unauthorised user obtains acceigetservice at a given
time t should be less thapm

— Userwu should be prohibited from accessing servicethen user is using the
service.

— The number of intrusions at a given timée.g. during a critical moment) should
be less than.

Similar measures may be defined for accessibility. Thesebmalefined with basis in
measures for service degradation, timeliness, performamd quality.

In order to apply the model, the availability requirementssinbe determined.
Threats must then be analysed to understand what affedtalality and means for
ensuring availability need to be identified to meet requaata and counter threats.
Measurements of the different aspects are then used toaggdlaw well the availabil-
ity requirements are met. A more in depth discussion of hoapjoly the model is the
subject of further work. We are currently applying the maebur work on ensuring
availability in service composition.

7 Conclusions

The contribution of this paper is a conceptual model forlatdlity that takes into ac-
count a much broader spectrum of aspects that influenceabil@jl than previously
addressed by work in this area. We have argued that exdlgvan aspect of avail-
ability that has been generally neglected in the literatanel shown where it fits in an
enhanced notion of availability. Further we have shown havQeal time and de-
pendability considerations may be integrated in the modélteeated as accessibility
properties.

We have established that there is a need for a more fine graieit for measuring
availability and have provided a representation of thelaldity metric for a service
that allows specification of the measurable requirememtsXolusivity and accessibil-
ity properties.

Our conceptual model for availability embraces both a whde view as well as a
black box view of availability and, hence, addresses bd#rimal and external concerns
of availability. The need for this is apparent in our curnemntk on ensuring availability
in service composition that encompasses a collaborationle$, which are slices of
behaviour across distributed systems. These must be cechposrectly in order to
achieve a service with the required availability.

The model also contains a classification of threats to avitiththand means to en-
sure availability, and establishes the relationship betwtbreats, means and availabil-
ity properties. Together these elements provide a framkeimarhich all relevant views
and considerations of availability may be integrated, andraplete picture of service
availability may be drawn.
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